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Office 365 Integration [SOAR Support]

PLATFORM FEATURE UPDATE

Adlumin’s Office 365 integration now has built-in support for the platform’s Security
Orchestration Automation and Response (SOAR). This configuration will automatically
disable an account when an analytic algorithm determines there is an extremely high
likelihood of a compromise across Office 365/Azure services. For example, a successful
access event from a foreign country orimpossible travel. For this feature to operate nominally
you must have Adlumin clients deployed to your domain controllers and be using the Office
365/Azure APl integration.

To learn more about enabling Adlumin SOAR support for Office 365, navigate to Devices >
Network Security > Office 365 > Azure API Credentials within the platform.
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Azure API Credentials

E Enter Azure credentials for the Office 365 Management Activity API using the form below. Once you have added your credentials, hourly log reporting will begin. To disable API calls
to your Azure API, click the trash can icon button below for the domain you wish to delete.
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- You can utilize the Azure API to integrate with Adlumin's SOAR functionality. This allows for accounts to be automatically disabled if malicious activity is detected. It is recommended
that your API key have this functionality enabled - doing so will NOT enable the Adlumin SOAR functionality, it simply gives you the ability to do so. To enable SOAR functionality for

._- your Azure AP integration, review the Azure SOAR Documentation. To enable Adlumin SOAR capabilities for Office 365, navigate to Security Orchestration Automation and

Response (SOAR).
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