MARCH 2021

Lateral Movement Detections (pt. 1)

PLATFORM FEATURE UPDATE

When an attacker moves laterally on your network, they are likely to leave a trace of access
events. The lateral movement model learns the normal patterns of access on your network
and alerts you when a privileged user’s behavior deviates significantly from that baseline.
Machines associated with anomalous behavior are flagged, and the associated user's
behavior over the course of the day is summarized in the detection to help security analysts
further investigate.

Some important things to note are:

This algorithm only monitors accounts with privileged access.

Since a lateral attack is likely to involve machines that are rarely accessed by a given
user, a detection is only triggered if the anomalous pattern of behavior involves rare
or ‘novel’ machines. The purpose of this is to avoid false positives.

Anomaly scores are assigned to machines individually. The severity of the detection
is associated with the highest anomaly score.
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Network Graph Detection Details

Explore the activity that led to this detection. Click on the node for each host to view a sample of corresponding logon events.

Legend Account: administrator
Normal = - : Severity: Madum
Novel i
Y Source Host(s): Multiple
e N '
m Destination Host(s): Multiple
-
~g . / Description:
® A machine learning algorithm detected

anomalous logon activity using the account
‘administrator’ on 2021-03-26. This

\
E '\. detection occurred because the logon
* E Y activity associated with ‘administrator”
deviates significantly from the user's 3

¥ week baseline.

Y Additional Details:
<« o Achs 058 ovents starting from 'G',
5 invol T, 'H and K
o A" successfully accessed 'B', 'C', D', 'E' and
I Yo i

Logon Events for host H n x
Show 10 v entries Search
soveriy fvent Time - sourne Destinstion - otormation Actions
Success ermaions) 20210325 000010UTC G W acmimsaor o9 O ROTACDT. Lo R 1 L ’ [ view
s 20010325 000075UTC W acminitaior Logon 0: CAFCTALOO? Logen pe: & Suros Addees: 10.73.68.45, [ view
(T — Event Time source Destination Aecount Used otormation actions

Showing 1to 2 of 2 entries

Logon Events for host | —_— %

Show 10 v entries

Access Type Severity Event Time - Source Destination Account Used Infermation Actions
: v oo -GTAOT Lo T S e 10T 80

e W amosmonue 6 | U Lo 00007 Logn e =
" G Logen ID: GX2FCTADDOT, Logon Type: 3, Sourcs Address: 10.70,66.48, [

’z T — . U Logen 0 FGIACOUT,Logen T 3. . view

Py — oo wsonoe | X - Lot OZECTAGDIT,Loen Toe: . S de: 10738848 [vew ]
Success. Informatinal 20210326 00:01:0UTC | L administrator kel { View |
‘Access Type Soverity Event Time Source Dastination ceount Used intormatio Actions
Showing 1to 4 of 4 entries.

Per the image above, specific features of the page include:
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Machines are colored red if they are both novel and involved in a suspicious pattern
of behavior.

Machines are colored green if they are present in the user’s history.

This connection represents a single access from machine ‘I’ to machine ‘J’.

Look for descriptions of distinct patterns.

Clicking on a graph node will spawn a table of access events.

Click to view full access event.

Click to remove table from view.
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