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@Adlumin

Azure AD API

PLATFORM FEATURE UPDATE

Adlumin is pleased to announce an integration with Azure Active Directory to collect cloud-
based Active Directory events such as user sign-ins. This document will guide you on how
to update your existing Azure “App Registration” related to Office 365 management API with

these two new API fields:

ManagementAPI_Office 365_API

5 ManagementAPI_Office365_API | API permissions = %
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Quickstart
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Canficates & secrers Applications are authorized to call APls when they are granted permissions by usars/admins as part of the consent process The lst of configured permissions should inciude

all the permissions the application needs. Le:

+ Add s permission ~/ Grant admin consel com

& Expose an AP AP/ Permissions name Type Description Admin consent requ... Status
App roles Mic
& Owmers Application  Read all audit log data Yes @ Granted for adlumingom =+
& Roles a Application Manage all users identities ves
Delegsted  Sign in and read user profile Mo

B Manifest

Application  Read all users' full profiles Yes

Suppott + Troublashooting
2 Troubleshooting

New support request

To view and manage permissions and user cansent, try Enterprise applications

Search and add these two fields from the Microsoft Graph API request and API permissions.

+ AuditLog.Read.All
+ User.Manageldentities.All

If you need instructions to perform the API request permissions, see below:

1. Follow the arrows in the screenshot below to enable Microsoft Graph API

Home > ManagementAP| Office365_AP)

5 ManagementAPI_Office365_API | APl permissions =

Request APl permissions
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What type of permissions does your application require?
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1l Token configuration
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2. Under the Microsoft graph, search the word “user” and enable User.Manageldentities.All.
If User.Read.All is not enabled, please also go ahead and select it.

ManagementAP|_Office365_API

= ManagementAPI_Office365_API | APl permissions =
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@Adlumin
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To view and manage permissions and user consent, try Enterprise applications.
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3. Search the word “audit” under the Microsoft graph and enable AuditLog.Read.All.

Home > ManagementAPl Office365 API
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4. Once completed, please make sure to “grant admin consent” and check the warning logos
flip to green logos.

Home > ManagementAP| Office365_API

- ManagementAPI_Office365_API | APl permissions = - X

Search Refresh 77 Got feedback?

B Oovniew @ successtuty granted admin consent for the requested permissians

& Quickstart
# Integration assistant

A The "Mk consent require cohume shows the default vl for n oegarization, Howeres,ser consent cn b custorized per permision, ser, o apf. Thi cokirn may ol reflect the value i your organizston,or I arganizatons

Manage whese this app will be used. Learn more

Branding & properties

D Authentication Configured permissions

R Applications are authorized to call APIS when they are granted permissions by ins as part of the ¢ process. The list igured permissions shauld include
all the permissions the application needs. Learn more about permissions and consent

Token configuratian

+ Add a permission + Grant admin cansent for adkumin.com
& API permissions

& Expose an API API f Permissions name Type Description Admin consent requ... Status
B App roles ~Microsoft Graph (4)
& Ovners AuditLog Resd Al Application  Read all audit log data Yos © Ganted for adlumincom =+
2. Roles and administrators | Preview User Manageldertities All Application Manage all users’identities Vs @ Granted for sdlumincom  +++
B Manifest User Read Delegated  Sign in and read user profile No © Granted for adlumincom  +++

User Aiead Application  Read all users’ full profiles Yes. © Granted for adlumincom  ***
Suppart + Traubleshoating

~ Gfice 365 Management APis (3]

& Troubleshooting

ActivityFeed Read Application  Read activity data for your arganization Yes © Geanted for adlumincom  «++
& New support request

ActvityFeed RescDip Application  Read DLP policy events including detected sensitive data  Yes © Gramed for sdlumincom  +++

ServiceHealth Readt Application  Read service health information for your organization Ves. © Granted for adlumincom  ++

To view and manage permissions and user cansent, try Enterprise applications.

Home > ManagementAP|_Office365_API

5 ManagementAPI_Office365_API | APl permissions = %

later, click this to accept

Search (C

Refresh 7 Got feedback?

B Overview
& Quickstart

A Integration assistant

Manage g T T - - m— .
B Branding & properties
D Authentication Configured permissions

P — Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The lst of configured permissions should incude
all the permissions the application needs. Learn mere about per

ssons and cansent

Il Token configuration

+ Add a permission ~/ Grant admin consent for adlumincom +——————— click here to begin
@ API permissions

& Expose an APl AP| / Permissions name Type Description Admin consent requ... Status
i App roles v Microsoft Graph (4)
2 Owners Audittog Read All Application  Read all audit log data Yos A Mot granted for adhumi_ ==+

User Mans:

B “iolac s achriniisinors [ Previend Idomtities All Application  Manage all users’ identities Yes A Mot granted for aclumi_ =+

B Manifest User Read Delegated  Sign in and read user profile No © Granted for adiumincom =

User React A Application  Read all users' full profiles Yes A Mot granted for adiumi_ =+
Support + Traubleshooting

v Office 365 Management API (3) -

& Troubleshoating

AetiityFend Rasd Aoplication Read activity data for your organization Yes © Gunted for adumincom =+
& New support request

ActiityFeed ReadDip Appiication  Read DLP policy events including detected sensitive data Vs © Granted for adiumincom ==+

Senvicetiealth Read Application  Read service health information for your arganization Yes @ Granted for adlumincom  =»+

To view and manage permissions and user consent, try Enterprise applications.
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